MotioCAP™

Providing seamless integration of Cognos with security infrastructure,
delivering expert-backed solutions for a secure deployment

Integration done correctly to avoid Cognos security knowlege gaps
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MotioCAP (Custom Authentication Providers) solves your integration
challenges when your authentication source is not in Cognos through
turn-key, fully supported solutions.
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Secure Cognos Environment

e Avoid data security breaches
e Close knowledge gaps to keep Cognos secure

Ensure Correct Integration

e Enable Cognos authentication for non-standard sources
e Reduce errors with expertise

Lower Cognos Downtime

e Design and implementation time reduced by 90%
. e Testing, maintenance, and update support with Cognos releases
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MotioCAP—SAMT

Secure and Seamless SSO for Cognos Analytics

Token-based authentication without policy changes

MotioCAP for SAML
provides SSO for Cognos
Analytics by managing
authentication with SAML
tokens while preserving
existing security policies.

SAML Token Validation

 Verifies tokens with signature checks and time conditions.
e Supports additional checks via a Java Interface.

] | .. SSO Authentication
-— —e * Manages Cognos authentication using SAML tokens.
Iy 1  Integrates SSO without changing existing security policies.

Authorization Integration

o Passes requests to Cognos with the appropriate namespace ID.
o Ensures authorization via existing group and role memberships.
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